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Laying the groundwork...
Mason’s Policies
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Computer Security
Begins with a Strong Foundation

Help protect your computer and your identity—follow

Responsible Use of Computing Policy

these four basic building blocks of safety:

Caution

Never download unknown files.

Don't respond to e-mails

asking for username, password,

or PIN (phishing attacks).

Refrain from clicking on links in
e-mails (they may redirect you
to fraudulent sites or infect
your computer).

Updates

Keep your computer’s
operating system protected
and current—updates often
address security issues.

Set your computer to receive
updates automatically.

For computer assistance, contact:

ITU Support Center « (703) 993-8870 « support@gmu.edu

Software

Use the Mason supported and

managed antivirus software—
Symantec Endpoint—it’s free!
Visit antivirus.gmu.edu.

Avoid “pop up”antivirus offers
on the Internet.

University Policy 1301 establishes everyone’s basic responsibilities to
preserve the university’s computing resources.

The Five Rules of Usage:

1. Computing resources are intended for educational,
research, and administrative purposes only.
Accounts must only be used for legitimate purposes.
The privacy of other users must always be honored.
Access only the account(s) you have been authorized to use.
Usage must never violate other policies/laws.
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Passwords

Use “strong passwords” made
up of several different types of
characters (a mix of upper/
lower case letters, numbers).

Passwords should be 8 or more
characters long.

Never share passwords with
anyone.

Keeping you safe. Keeping you secure. Keeping you connected. Mason.

Copyright Compliance Policy

University Policy 1104 pertains to the use of copyrighted works (in all
formats) for teaching, research, administrative, etc., including use
of the Mason network.

Copyrlght Restrictions—File Sharing:
Don't use file-sharing protocols (such as Torrent sites) to download
copyrighted music, software, movies, or televison programs. Such
content is automatically stored in a shared folder on your computer,
which then acts as a server, allowing others to access/download these
files. Thus, you are illegally distributing copyrighted material.

Distributing copyrighted works, without permission of the copyright
owner, violates Federal law, university policy, and the Student Honor Code.

Enforcement agencies notify the Copyright Resources Office of
copyright infringements.

Students identified with infringements may lose internet access. Repeat
offenders are reported to the Office of Student Conduct.

For copyright assistance or questions, contact:
University Libraries, Copyright Resources Office « (703) 993-2544 « copyright@gmu.edu
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