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Don’t Take the Bait in Phishing Emails
Overview

Email and messaging services (such as Skype, Twitter, or Snapchat) are one of the primary ways we
communicate. We not only use these technologies every day for work, but also to stay in touch with friends
and family. Since so many people around the world depend on these technologies, they have become one
of the primary attack methods used by cyber attackers. This attack method is called phishing. Learn what
phishing is and how you can spot and stop these attacks, regardless if you are at work or at home.

What is Phishing

Phishing is a type of attack that uses email or a messaging service to fool you into taking an action you
should not take, such as clicking on a malicious link, sharing your password, or opening an infected email
attachment. Attackers work hard to make these messages convincing and tap your emotional triggers, such
as urgency or curiosity. They can make them look like they came from someone or something you know,
such as a friend or a trusted company you frequently use. They could even add logos of your bank or forge
the email address so the message appears more legitimate. Attackers then send these messages to millions
of people. They do not know who will take the bait, all they know is the more they send, the more people
will fall victim.

Protecting Yourself

In almost all cases, opening and reading an email or message is fine. For a phishing attack to work, the bad
guys need to trick you into doing something. Fortunately, there are clues that a message is an attack. Here
are the most common ones:
n A tremendous sense of urgency that demands “immediate action” before something bad happens, like
threatening to close an account or send you to jail. The attacker wants to rush you into making a mistake.
n Pressuring you to bypass or ignore your policies or procedures at work.
n A strong sense of curiosity or something that is too good to be true. (No, you did not win the lottery.) 		
n A generic salutation like “Dear Customer.” Most companies or friends contacting you know your name.
n Requesting highly sensitive information, such as your credit card number, password, or any other information that a legitimate sender should already know.
n The message says it comes from an official organization, but has poor grammar or spelling or uses a
personal email address like @gmail.com.
n The message comes from an official email (such as your boss) but has a Reply-To address going to
someone’s personal email account.
n You receive a message from someone you know, but the tone or wording just does not sound like him
or her. If you are suspicious, call the sender to verify they sent it. It is easy for a cyber attacker to create a
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message that appears to be from a friend or coworker.
Ultimately, common sense is your best defense. If an email or message seems odd, suspicious, or too good
to be true, it may be a phishing attack.

Handling a Phishing Email at Mason

A example of a phishing email
If you receive a phishing email, do not
click on the links, do not open attachments
and do not respond.
Immediately contact the ITS Support
Center at 703-993-8870 or support@gmu.
edu
A customer service representative in the
Support Center will get the information
needed for the IT Security Office to issue an
alert and send an email alert to recipients.
You can also see if an alert has already
been issued for a phishing email by going
to itservices.gmu.edu and clicking on
the Alerts & Outages tab under Info &
Resources.

This is a phishing email several Mason employees and
students received. You’ll notice it’s not addressed to a person,
capitalization and punctuation are random and it is urgent —
all signs of a phish.
From: Admin Mail Update <noreply@homesconnect.com>
Sent: Thursday, February 15, 2018 2:36 PM
To: s...gmu.edu
Subject: Fresh Update
Dear Email User
Your email has been Tagged to be deleted from our network
data server because web admin just detected a malware virus
trying to gain access to your computer/phone system through
your email. Click Here (https://online.clickhere/ ) To confirm &
fix up your email account from termination.
Thanks
Web E-mail System Administrator
Admin Mail Update Team 2018.
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The information provided in the monthly newsletter is intended to increase the security awareness of an organization’s end
users and to help them behave in a more secure manner within their work environment. While some of the tips may relate to
maintaining a home computer, the increased awareness is intended to help improve the organization’s overall information
security posture. Mason’s IT Security Office brings you this information, produced by OUCH!, The SANS Securing The
Human Program, The SANS Institute, 2018.

